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Recently, Cyber risks have be-
come more and more impor-
tant and this leads to

potential growth of the cyber-insu-
rance market. Cyber risks are also a
major pillar of security policies as
NATO has declared cyber attacks
as attacks that can be interpreted as
military attacks. For governments it
is also important to understand po-
tential threats and devise strategies
to limit systemic risks. A recently
emerging literature is interesting in
that regard. 

A recent working paper by Lin et al. (2018)
use an approach based on the Efficient
Markets Hypothesis to extract information
about the potential loss distribution fol-
lowing cyberattacks. The idea is that finan-
cial markets are often more efficient in
reflecting information, even private and
eventually secret. 

This information is important for insur-
ance companies to evaluate and price the
cyber insurance products. As the authors
point out, Cyber insurance is gaining ac-
ceptance among firms and the market is
growing but estimating the premium con-
tinues to be a significant challenge. It no-
tably implies that the insured firms and the
insurers understand the value of their as-
sets both physical and digital. A funda-
mental issue is that the value of a server
might be easy to evaluate but the value of
the data on the server is more difficult to
estimate. Moreover, as long as those intan-
gible effects are not correctly evaluated, the
firms have little indication to determine
the optimal spending for data security. 

As suggested by Gordon and Loeb (2002),
firms should invest in information security
up to where the marginal benefit is just
larger than the marginal cost of the cyber
incident, even though catastrophic
breaches should be accounted for as well.

Gordon and Loeb (2015) go further in
analysing the systemic impact in a con-
nected network of firms. The authors point
out that the investment in information se-
curity is too low from a socially optimal
perspective as firms do not take into ac-
count negative externalities on other firms.
It is often argued that cyber-insurance is
priced too high given limited data to come
up a with a consistent pricing approach. A
way to estimate the premium is to add up
the accumulated costs following a cyber-
security breach. The problem is that those
costs are difficult to evaluate and are many
faceted and some are intangible. 

A direct approach would be to model firm
losses directly and to fit a distribution to
the available data as for instance in Zhan
et al. (2015). Apart from the issue of limited
data, this approach has the drawback that
it can only measure direct costs but not in-
direct and intangible costs. Moreover, from
the insurance industry viewpoint the cor-
relation between different firms is of fore-
most importance. The question thus is
how to evaluate the insurance premiums
taking into account those correlations and
the indirect and intangible costs. Lin et al.
(2018) use an approach based on the Effi-
cient Markets Hypothesis to extract infor-
mation about total costs, direct, indirect
and intangibles. If the market is informa-
tionally efficient the stock market is going
to reflect the long run impact of the cyber
event immediately. The informational ef-
ficiency, however, might depend on the
Market Architecture (Madhaven (2000)). 

As documented in the finance literature
(Lo (2017)), the stock market is often more
efficient in aggregating information than a
set of experts. The more developed the
Market Architecture, the more efficient the
aggregation of privately known informa-
tion. This means that a so-called event
study approach can be used to evaluate
the loss impact of cyber security breaches. 

The idea of the event study approach is
that stock market reactions around events,

in our case a cyber security breach, can be
used to evaluate the total loss impact on
the firm. The total cumulative abnormal
return (CAR) around the breach an-
nouncement for a large set of firms is the
most adequate source to estimate the total
loss distribution to determine insurance
premiums. As those distributions, how-
ever, are typically not normally distrib-
uted, the correlation between them is not
straightforward to estimate. Copula-based
approaches have to be used to estimate the
dependency structure between firm loss
distributions that might have different
types of marginal distributions. 

In order to estimate the total loss distribu-
tion, the authors analyse cyber breaches
between 2011 and 2016. The focus is on
publically traded firms where observa-
tions with other types of announcements
around the breach dates have been re-
moved from the sample. Not surprisingly,
the sample indicates that finance and in-
surance related firms are the most frequent
targets of cyber attacks, making up around
a fourth of the sample. In order to evaluate
the abnormal stock returns around the
breach announcements, the CAPM to-
gether with the value-weighted CRSP
index are used as a benchmark to deter-
mine normal performance. The focus is on
Cumulative Abnormal Returns (CAR)
five days surrounding the announcement. 

The stock prices fall on average by 1.44%
over the five day window surrounding the
breach announcement. The CAR, which
in this case is negative, can then be multi-
plied by the respective market capitaliza-
tion of the firm to get an idea of the losses
due to cyber breaches. The average dollar
loss is 587 million. This average, however,
is heavily influenced by the presence of
very big firms whereas the median loss is
“only” 77 million. The sample of losses
around cyber breaches can now be used
to extract the loss distribution. For those fa-
miliar with statistics, note that the gamma
distribution seems to fit the empirical fre-
quency of losses well. In order to evaluate

the cyber risk premium, however, net-
work effects and so-called Third party as
well as Accumulation risks have to be
taken into account. Given the types of dis-
tributions of losses, the dependency can-
not be modelled with standard correlation
measures that are adapted to measure de-
pendency between normally distributed
random variables. Dependency measures
that are adapted in this a case are so-called
Copulas which can be used to model the
dependency between any type of distribu-
tion. The approach is based on Sklar’s The-
orem that enables to transform any
distribution into a uniform distribution
and then measure dependency through
the copula. The copula dependency can
thus model dependency independently of
marginal distributions. The authors pre-
sume that the dependency effects and
cyber breaches are linked to firms’ own
spending and the spending in the network
or industry. 

Estimates indicate a clear link between
firms’ spending and the probability of
breaches, with zero spending by firms
converging to an almost certain breach.
Given the systemic nature of those risks,
the link between cybersecurity spending
and probability of breaches is also useful
for the government in order to devise op-
timal communication strategies and eval-
uate the value of information about
potential cyber attacks. The information
about Cumulative Abnormal Returns is
then used, together with probability of
breach estimates to evaluate expected
losses. The expected losses are estimated
by multiplying both components and the
sample indicates that for insuring a 10 bil-
lion dollar market capitalization the ex-
pected loss would be 432000 dollar with a
standard deviation of 17.7 million dollar
however. The expected loss evaluation, to-
gether with information about the spend-
ing of firms, can then be used by insurance
companies to evaluate the risk premiums. 

This is type of research belongs to a re-
cently emerging literature on Cyber Fi-

nance and sheds light on how financial
markets can be used to extract expecta-
tions about potential cyber threats. The
market for Cyber insurance products is
rapidly increasing and the European mar-
ket seems lagging behind the US. The EU
Cyber Insurance market generates ap-
proximately 3-4 bn $ but is expected to
growth to 20bn $ by 2025. The potential
development of a Cyber hub together
with some kind of exchange platform for
such types of cyber indexed financial
products might thus be a new niche for the
Luxemburgish Market. 
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Sustainable finance took cen-
tre stage at the ALFI Global
Distribution Conference 2019

in Luxembourg 24-25 September.
Corinne Lamesch, Chairperson of
the Association of the Luxembourg
Funds Industry (ALFI), called for
the industry to work collectively
on sustainability to achieve radical
change and play a central role in
the financial wellbeing of society. 

Pierre Gramegna, Luxembourg Minister
of Finance, reiterated his call for the Cap-
ital Markets Union to become greener
and more sustainable. Pressing climate
change concerns has put sustainability
issues to the forefront for investment
managers, who face growing pressure
from investors and regulators globally to
offer products that meet ESG criteria. 

There was a consensus among the
speakers that ESG is now integrated into
investment processes. According to
NICSA, sustainability has become the
number one issue for US companies, in-
vestors and asset managers.

Corinne Lamesch, opened the 28th annual
conference by highlighting that despite
Luxembourg having reached a record
€4.5trn in assets under management, there
is no room for complacency. Increasing
populism, geopolitical tensions, Brexit,
signs of recession, pressure on margins, cli-
mate change, demographic change and
technological upheavals are some of the
major challenges facing the industry. Asset
management must take on an increasingly
important social function in the economy
and everyone must work together.

Corinne Lamesch commented: “Lux-
embourg has been promoting sustain-
able investing for many years and now
accounts for over 31% of all sustainable
funds and 39% of sustainable fund assets
within the EU. Now more than ever, in-
vestors want to entrust their savings to
companies that make good decisions for
the environment. This creates major op-

portunities for asset managers to help in-
vestors channel their savings into com-
panies that allocate capital sustainably.”

The Minister of Finance welcomed the
fund industry’s role in helping to direct
private investment to projects that seek
to tackle climate change and supporting
the public-private Luxembourg Sustain-
able Finance Initiative. He advocated
that the Capital Markets Union must be-
come greener and more sustainable and
thus change its name to reflect this com-
mon ambition. 

Pierre Gramegna, stated: “The fund in-
dustry needs to anticipate EU regulatory
developments such as the PEPP or the
EU taxonomy on sustainable finance and
transform them into new products and
new business opportunities, which could
eventually become a success on the scale
of the UCITS regime for cross-border re-
tail funds. Sustainable finance is not good
for you because it’s good for your con-
science; it’s good business sense. Further-
more, the rise of fintech in Luxembourg
will be an important driver to deliver
sustainable finance goals.”

Sally Wong, CEO of HKIFA and Jim
Fitzpatrick, CEO of NICSA reported that
Asia and the US are closing the gap with
Europe when it comes to sustainable fi-
nance as asset flows into the sector are
growing and ESG principles are being
incorporated into the investment
process. New products and strategies are
being developed as ESG has become a
dominant theme with Hong Kong and
the US looking to benefit from Europe’s
experience and knowledge.

Jim Fitzpatrick, CEO of NICSA stated:
“Environmental issues have so far had
only a marginal value in capital invest-
ment. However, that has changed in the
past twelve months: ESG has become the
number one trend for US companies, in-
vestors and asset managers.”

Sabine Otto, Policy Officer, European
Commission noted that the Sustainable
Finance Action plan adopted in 2018
has led to strong capital flows into the
sector, increased transparency and a
focus on the long term. The EU taxon-
omy needs some more time and debate,
but an agreement is expected by the end

of the year. With the latest regulation, re-
sponsibility for integrating sustainabil-
ity risks now sits at a senior board level.
One of the ambitions for the incoming
President of the European Commission,
Ursula von der Leyen, is to transform
the European Investment Bank into a
European climate bank and transition to
a climate neutral economy. It is esti-
mated that more than €1trn will be un-
locked into climate-related investment
in the next decade but private invest-
ment is required to take it further and
everyone needs to engage. Later this
month an international platform on sus-
tainable finance to coordinate joint proj-
ects is to be announced by the European
Commission.

Investment for retirement

Europe is facing a challenge regarding
retirement savings with the ageing pop-
ulation increasing the pressure on pen-
sions systems and people simply not
saving enough. 2050 will see just two
people or less of working age for one re-
tired person compared to four a few
years ago. As a result, the population will
need to rely on occupational and per-
sonal pensions to complement state pen-
sions. The initiative of the European
Commission to create the pan-European
cross-border PEPP, personal pension
plan, is an excellent tool to fill this gap.

Alternative and private assets
have risen exponentially

With small and mid-size companies,
start-ups, infrastructure and sustainable
projects all requiring funding, alternative
investment and private asset funds are
uniquely positioned to provide this. Al-
ternative investment funds have grown
by 26% over the last three years. Alterna-
tive investment funds have clear tail-
winds – they are more sophisticated,
flexible and tend to offer higher returns
on investments in a time of ultra-low or
negative interest rates. Luxembourg has
become the European hub for private eq-
uity funds, which grew by 20% in 2018.

Data and digitalisation

Most now accept that digitalisation is set
to disrupt the entire value chain of the in-
dustry from the front and middle to back
office. Lamesch advised that the asset
management industry should disrupt it-
self in a positive manner to become more
efficient, improve the customer journey
and connect with younger savers.

The best technology and data will ulti-
mately be the key drivers for business and
are having a fundamental impact in all
areas of distribution and the broader sup-
ply chain. The ability to bring together
client data allows firms to identify trends,
powers them to build more targeted prod-
ucts and provides greater information and
services to deliver a more precise client
outcome. The data revolution and avail-
ability of underlying data has dramatically
developed a high level of service and tech-
nology. UBS noted that there’s a clear cor-
relation between data accuracy and fund
inflows. The fund industry holds valuable
data but it doesn’t leverage it as much as
for instance Google and Facebook have
and now has to catch up. There’s also a
clear need to hold people accountable for
data at a board level with an understand-
ing of the latest laws and regulations. Dig-
italisation holds the key to success as long
as there’s a clear data strategy and com-
mon standard for data management.

The rise of fintech will be another key
driver to deliver sustainable finance
goals and help innovate the asset man-
agement industry. In the near future,
blockchain technology will make portfo-
lio management, administration faster
and more cost-effective.

Investor education

In order to succeed in the industry’s mis-
sion, it needs to mobilise private in-
vestors and take the younger savers with
them on this journey – this means pro-
viding financial literacy and explaining
why and how funds, in particular sus-
tainable funds, can play an important
role in their financial wellbeing.

Luxembourg leads in sustainable assets AuM 
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